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Motivation ‘g |

A RSA is a continuing subject of many sitlannel attacks

A Is there a combination of countermeasures which provides
sufficient protection against most advanced seannel
attacks?

A Simple and CollisioHsased Attacks
A Differential and Correlation Analyses
A Single Execution Attacks on Exponentiations

A Different levels of countermeasures



Agenda ;

A Countermeasures
A RNSbhased RSA
A The Proposed Hardware

A Robustness Against Electromagnetic Analysis:
A Collisionbased attacks
A Correlation Analyses
A EM Analysis vs Hardware Countermeasures




RSA: Countermeasures HEi |

1. Algorithmic:Blinded Exponentiation

N=pxq
¢(N)=(p—1)(qg—1)

c=m®mod N

er = e+ r.¢p(N)

Exponent Blinding

Ao =1+ rn.nmod mn.n

AL = m-+ rn.nmod rn.n

for i =t—1:0

Additive Message Blinding

Ae_r,- = Ao.Al mod N
Aer. = Aer..Aer, mod N

end for

Regular Exponentiation:
Montgomery Ladder




RSA: Countermeasures g |

2. Hardware
A Minimize the Signato-Noise Ratio (SNR)
A Variable location (localized EM analyses)
A Clock jitter
A Dummy cycles
A Frequency dividers

Single Execution (Trace) Attacks on Exponentiation:
A Horizontal Attacks
A Supervised and Unsupervised Template Attacks



RSA: Countermeasures

3. Arithmetic: The Leak Resistant Arithmetic*

A LRA is a derivative of RNS arithmetic for PKC algorithms;
A RNS is a fast, parallel and natural msg blinding arithmetic;

A Immune to collision, differential and (vertical/horizontal)
correlation attacks.

A C2k =~ 2% /\/rk different representations (k = number of
moduli).

All variablesare randomized during thex@onentiation:
A Modulicould be recovered during thRadix to RNS Conversion
A For 32moduli Probjmoduli guessed = modilardward = 1.65.16

A Preliminar conclusionvulnerabilites will be only related to RAM and CF
executions (conditional tests, addressing, etc.)

* J-C.Bajard L.Imbert, P-Y.Liardet and YTegli& £ [ SI 1 NI a AiACHES GserLMIS V.Y ST A O3
3156. Springer, 2004, pp. 625. 6
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Residue Number System sisi |

A integerXis represented according to a beB = (by, by, ..., by)
of relatively prime integeragodul). Then:

(X)B = (X1,X2, “ e ,Xk)

wherex; = Xmod b,.. Then, operation+, —, . are performed
modulob;:
X; + yi mod b;
X; — yj mod b;
xj.y; mod b;

Notation: |X|s, = X mod b;




RNS Montgomery Ladder

Data: =z in AU B, where A = (a1,a2,...,ar), B=(b1,ba,...,br), A = H?:l ;.
B = ]—[le bi, gcd(A,B) =1, gcd(B,N) =1 and e = (e,,_1...€1€0)2.
Result: z = 2° mod N in AUB
Pre-Computations: |AB mod N|aun
| Ag = MM (1, AB mod N, N, A,B) (in AU B)
Ay = MM(x,AB mod N,N, A, B) (in AU DB)
fori=n—1 to 0 do
Aer = MM (Aer, Ac, . N, B. A) (in AUB)
Ae, = MM(A.,,A.,,N,B, A) (in AU B)

end

Ao = MM(Ag,1,N,B, A) (in AUB)

Transform the input data (1,x) into the Montgomery domain by inve 4g 3 d
In the two calls of MM:

U 1.AB.AAmod N=1.AB mod N =B mod N
U x.AB.Amod N=x.AB mod N = x.B mod N




Montgomery Multiplication |

Classical arithmetic(Montgomery ConstarR=2, k is the bi
length)

qg=x.y.(—N71) mod R

__ x.y+q.N
R =

Return x.yR* mod N

Residue Number SystertMontgomery ConstarB — Hfle b;

k is the number of moduli in ba:B = (b, ..., b;) )
Base A Base Extension | Base BB
dA — g8 = xg.ys.| — N71|5
wa = (xa4.y4+qa.-Ny)/B — Wi

Return x.yB* mod N

10



RNS Montgomery Multiplication

SB — XB.VR Fast AEproximation Base Extension (CRT)
SA = XA-YA X =Y BBy~ FB Bi= bﬁ

g5 = sg.| — N5 N |
gA < qg BE1 [X[a= ;Bi|x’-8’,—1|bi ) — B,

wa = (s4+qa.Ng).B™* |

WpR < Wy f = “Zf-‘l |Q'-B,:1|b,-) /sz

ga =301 lqlp,-Bila— |f.Bla

BE2 = | (2" + Tl AT, /2’"J
ws = | K (wl, . Ails — |F.Alg
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RNS Montgomery Multiplication

Improved Version*]

SB — XB.-YB
SA = XA.YA 1
g = |sg.B; . — N7 Y

f = “fozl Iqlb,-) /QmJ

wa=5s4.B7 4+ 3 |qlp.Bi.N.B~Y| 4 — |f.B.N.B~ 1|4

qa = |w.A7 4
f = \‘ (Qm_l + 25;1 |Q|a,-) /2mJ
wi = | % |wla Ails — |F.AlB

Preccomputations

RNSnultiplications

RNS MM | RNS MM
Improved

2ke+ 7k 2k2+ 5k

2ke+ 7k 2k2+ 5k

* F.Ganding F.Lambertj P.Montuschi and JC.Bajar&c g@reralapproachfor improving RNS
montgomeryexponentiation using preJNE O S & ARITHRAEEE QGoyhputer Society, 2011, pp.cR9&t. 12
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Proposed and Evaluated Hardware &=

bus contro! | Moduli as Pseud®larsenne Numbe
ROM l l 1 . in1 in2 in3 G
ol (key) RNSUNIT | | RNSUNIT | RNS UNIT ' b S — 2w —
y, camy, — [Rom] ! T
qB. g f Eﬂ f r“”ﬂ—f---—P “L“wl'
— A ) A A
o KM é‘g ‘ - od 2Y) 4+ ¢; - (x/2Y)
L ) ~ ! (two times)
®.q X databus - =
msg_ln.. =T N p !
random_index *é ROM ’ I
instruction index RNS UNIT .
e in ] o All RNS Units operate
= - data_ram1 _éj‘g—ﬂm e oy In a” RNS mOdUIl
4 data_out
i \Fata_ramz >§ in2 ALU Dut4’|i >
addré‘:\ RAM > é e .
H\T = o e All RNS Units store
| ALU All precomputed values

With Fixed Bases (32 moduli, 32 bits):-paanputations need.5 kB

With Randomized Bases (32 moduli, 32 bits):gomputations need 18 kB »




LRA Precomputations

A RNS Baseme randomized once before each exponentiation.

A Clock cycles (512 bits):

Fixed RNS Bases
FC EXPONENTIATION RC

48 78210 685

Randomized RNS Bases

FC| LRA EXPONENTIATION RC
48 1060 78210 840
FC = Radix to RNS Clock Cycles Overhead: 1%

RC = RNS to Radix

Memory Overhead: 920)(0
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Collision Attacks .

A Identify redundant operations by collecting two (averaged or
not) traces for different chosemessage pairs:
I (x,%): Doubling Attack . 1.0
i (xEOY [ SyQa Su bt A0 4 _ a0 a medN
i XYOY 1 2YYFQa SO |t 1| As=AsAs modN

end for

I L I I A I A | A

<= [FE MM s|lim SMM sﬂmws
‘[!‘H’lfI H\'}‘ I‘H‘HV | H'Hly | H‘HV I'H'Jy “‘”F rl‘l\'b’ }t

: 1 |‘ : 1 > {
=1—x> X x2—=x4 X8 xExt®
0 AW AW A
X

18

L L L | A | L | A
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LRA vs Collision Attacks
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Correlation Attacks l .

HW,, = Hamming Weight of a Data
t.j) = samplgof a tracel

Vertical:
ACorrelate HW x Trace

Horizontal (Immune to Exponent Blinding):
ACorrelate HW x Trace
ACorrelate Trace x Trace*

AmmodN A AmodN A.m mod N

[ | | [ |

ga HW,,

” )

*C. CJavier, Breix G.Gagnerot C. Giraud, M. Rousselet
YR +&® RGCIMEFTA tmASingle Téace Analysis A1y
INDOCRYRD12;



